Abstract -In this paper, we address the problem of key update for secure group communication. We focus on the case where multiple requests for join or leave are received within short intervals of time. We have shown that there exists an optimal tree structure that minimizes the communication complexity of the key update. We introduce and compare several algorithms for simultaneous key update, efficient tree construction, and tree adaptation to variable requests load.
INTRODUCTION
Multicast communication offers the potential of delivery of data and multimedia to multiple receivers using fewer resources than unicast. Management of the multicast group keys faces a serious scalability problem. Indeed, whenever the group membership changes the multicast group key has to be changed. We have previously proposed an algorithm that reduces the communication complexity of key update for a single joidleave to O(1og N) [2, 11. This algorithm was independently discovered in [3] . The principle of this algorithm is to map the users with the leaves of a tree. Each user is provided with all the keys on the path from his leave to the root. The root key is the group key. When a user leavesljoins all the keys in his possession have to be renewed. This is done starting from the lowest level in the tree. For a binary, at each level the new key can be securely communicated by encrypting it using the two lower level keys. Thus communication complexity of the key update is O(10g N).
11.
PROBLEM AND THEORETICAL RESULTS Given a dynamic multicast group such that simultaneous key update requests are possible. How can we reduce the communication complexity of key update given that, at each step of the algorithm of key update, each user has a probability p to request an update? In the rest of the paper, we assume that all users have the same probability of leaving or joining the group p . The proposed algorithms can be extended to the case where each user has a specific probability for joiningAeaving the group. In [4], we have shown that the optimal tree structure that minimizes the communication complexity of key update has a special structure. These results are summarized in the following. Theorem (optimal key structure): Let G be a multicast group where [GI = N = 2k. Each user has a probability p to request a key update. If we restrict the key-tree to trees where each node can have an arity of 2', then the optimal tree that minimizes the communication complexity of the key update has the following structure: 2" 2' 2' 22...22 [2'12'] . The root node has arity 2", the lowest level node has arity 2' or 2l, and all intermediary nodes have arity 2'. The value of a depends on p . The detailed proof of the theorem is described in [4] . To determine the optimal tree structure one can notice that whenever the probability of key update p is below some value P,h& then a single level tree (of arity N = 2k) is not optimal and has to be broken. Combining the threshold probability and looking at the first two levels of the tree we can deduce the tree structure of the optimal tree. We assume that p t h & is pre-computed and stored in a table . This result is based on the fact that in an optimal tree any sub-tree should also be optimal [4].
111
. CONCLUSION In this paper we have shown that when considering multiple requests, there exists an optimal tree structure that minimizes communication complexity. This tree structure can be determined as a function of the probability of a user requesting a key update. In [4] we also show that adapting the delay for processing requests can result in a lower communication complexity.
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